Step by Step: vCenter Update Manager (VUM) installation

| have put together these screenshots detailing the step by step installation of vCenter Update
Manager. | am assuming the following:

* You have already installed a SQL Server on Windows 2008 Server VM (Refer to my VM build
document)

* You have already prepared the databases for vCenter and for vCenter Update Manager
(Refer to my SQL Database installation document)

* You have already installed a vCenter Server VM to connect to(Refer to my vCenter
Installation document)

e lam also assuming you have installed the above VM’s on an ESXi 5.x Server you have already
setup with shared storage (or local storage)(Refer to my ESXi 5.x Installation Document)

e |lam also assuming you have met the pre-requisites for the installation such as .NET
Framework etc.

We are going to install vCenter Update manager from the vSphere Installation DVD.

[%) YMware ¥Center Installer

vmware

VMware vSphere® 5.0

raductinsta vMware vSphere® Update Manager

Prerequisites:

1 Authentication Prowxy

er™ Host Agent Pre-Upgrade Ch
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Explore Media
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Mware yCenter Installer

vmware

VMware vSphere* 5.0
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LUtility

Update Manager
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Install

Explore Media

Exit

Mware ¥Lenter Installer

VMware vSphere™

Update Manager

Welcome to the InstallShield Wizard for
¥ilware vSphere Update Manager

The InstalShield{R) Wizard will install YMware wSphere Update
Manager on your computer, To continue, click Mext,

WARMING: This program is protected by copyfight law and
international treaties,

Mext = I Cancel

re Media

Exit
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¥Mware vCenter Installer

i'._% ¥Mware vsphere Update Manager
End-User Patent Agreement i
Please read the following patent agreement carefully =

Copyright @ 1998-2012 Whtweare, Inc. All rights reserved. Whtware software products
are protected by one or mare LS. Patent Mumbers D&17,808, D617,809,
DE17,810, DB17,811, 6,075,938, 6,397 242 6496 847 6704825 6,711,672,
5,725,288, 5,735,601, 6,755,856, 6,799,156, 6,795 966, 5,880,022, 6,883,095,
£,940,980, 5,944 699, 6 961,806, 6,961,941, 6,970,562, 7,017,041, 7,055,032,
7065642, 7 069,413, 7,069,435 7,082,598, 7,088,377, 7,111,086, 7,111,145,
TAAT 481, 7,149,310, 7,149,843, 7,155,558, 7,222,221, 7,260,814, 7,260,820,
7,269,683, 7,275,136, 7,277,998, 7,277,999, 7,278,030, 7,281,102, 7,290,253,
7,343,598, 7 356,679, 7,386,720, 7,409,457, 7 412, 492 7 412,702, 7 424 710,

T A28636, 7,433,951, 7,434,002, 7,447 854, 7 447 903, 7 467 067, 7,475,002,
TATBAT3, 7 478,180, 7 478,218, 7,478,358, 7,484,208, 7 487 313, 7 487 3114, Ll

InstalShield

Mext = | Cancel I

Explore Media Exit

YMuware vCenter Installer

¥YMware vSphere Update Manager
License Agreement

Please read the Following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR
DURING THE INSTALLATION OF THE SOFTWARE.

IM%ANT-READ CAREFULLY: EY DOWNMNLOADING,

Ik 1 AL IR 3D bl TUE SmE T A ADE Wt | MU B AT LA d

€' T accept the terms in the license agresment

" 1 do not accept the terms in the license agreement
[riskalshield

< Back | ek = I Cancel

Explore Media Exit
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r:f.:' ¥Mware vCenter Installer

i'-.%‘ ¥YMware ¥Sphere Update Manager

Support Information

Flease read the following Update Manager support information carefully,

Update Manager 5.0 does not support ¥M patching, In Update Manager 5.0, vou can
upgrade ESH/ESR 4.x hosts bo ESXi 5.0 only, Upgrades From ES¥/ESR 3.x ko either ESxk/ESH
4. or ES¥i 5.0 are not supported.

s

[V Download updates From default sources immediately after installation.

NOTE: Deselect this option if you want ko review the defaulk download sources before
download or use a shared repository as a download source.

InstallShield

< Back I Mext = Cancel

Explore Media Exit

You may deselect the downloading of updates after the installation. You can after the installation
select only the updates you need, thus saving on space and bandwidth.

[ ¥Mware yCenter Installer

i'-.‘!rl' ¥Mware vsphere Update Manager

yCenter Server Information

Enter vCenter Server location and credentials

Flease provide the necessary information about wCenter Server below, WMware vSphere
Update Manager will need this information to connect to the wCenter Server at startup,

—WMware vCenter Server Information
IF Address | Mame: HTTF Port:
192, e 7] [en

Usernarme: Password:

Inistallshield

< Back I Mext = I Cancel

Explore Media Exit

Complete the IP address of the vCenter server and user credentials that will have access to the
vCenter server. The user is usually a common VMware account with administrator rights to the
vCenter server.
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¥Mware vCenter Installer

i'-.‘!r" ¥Mware ¥vSphere Update Manager

Database Options

Select an ODEC data source For YWiMware wSphere Update Manager.

WMware vSphere Update Manager requires a database.

' Wrosoft S0L Server 2008 R2 Express instance (For small scale deployments)

¥ Lse an existing supported database

Data Source Mame (DSM): I YUMDE (M3 SQL) I j

MOTE: Update Manager requires a 32 bit system DSM with supported bypes of data
and versions of drivers,

InistallShield

< Back I Mext = I Cancel

Explore Media Exit

If you have not created the 32Bit DSN you will not have a selection here. Exit from the installation
and create the DSN as per my vCenter Installation documentation. Once you have created the DSN
you shall need to re-run the vCenter Update Manager installation.

I'?;' ¥Mware vCenter Installer

i'._%- ¥Mware vSphere Update Manager
Database Information

Enter additional database configuration information,

DSM: ¥UMDB

ODBC Driver: ChWindows' SysWOwWe4' sqlncli1o.dll

Database Username: Isa I
Database Password: I ssessssny I

& | IristallShisld

< Back. | Mext > I Cancel

Explore Media Exit

The user used here will have dbo (database owner) rights to the vCenter Update Manager database.
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Mware yCenter Installer

i‘._% ¥Mware vsphere Update Manager
Database Information

Enter additional database configuration information,

DSN- oo

¥Mware ¥Sphere Update Manager

Wiarningis):

DDH

A

Your SOL Server database is currently set to the Full recovery
model. Without regular transaction log backups, they wil
eventually consume all available disk space. Please see this KB
articlz For mare information: htep: fikb.vmware, camfkb /1001046,

Inistallshield

< Back I Mext = I

Explore Media Exit

You might see this warning based on our SQL Database configuration Policies.

Mware yCenter Installer

i'-.%‘ ¥Mware ¥Sphere Update Manager
¥Mware vSphere Update Manager Port Settings - r—'

Enter the connection information For Update Manager

Specify how this YMware wSphere Update Manager should be identified on the network., Please
make sure this IP address or host name can be accessed from both vCenter Server and hosts,

[ -|

Setup will open the ports in firewall if the Windows Firewall/Internet Connection Sharing
service is running on the system.

SIOAP Pork: wieb Port: S5L Port:

IBDB/ I9084 IQDS?

Ltility [~ ‘es, I have Internet connection and I want ko configure proxy settings no
InstallShisld

< Back. I Text = I Cancel

Explore Media Exit

You can either use the IP address or the FQDN of the vCenter Update Manager.
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¥Mware vCenter Installer

i’-.%‘ ¥Mware ¥Sphere Update Manager

Destination Folder : r—'
Click Mesxt to install to this folder, or click Change to install ko a different Folder, ;

Install YMware vSphere Update Manager to:

[:7 C:\Program Files (x860yMware! Infrastructurel,

Configure the location for downloading patches:

D C:\ProgramDatalvMwarelvMware Update ManageriData', Change. .. |

Uttility
InistallShield

< Back | Mext = I Cancel

Explore Media Exit

Select a destination with enough free space for the patches and updated I1SO’s vCenter Update
Manager will be using.

."{._J ¥YMware vCenter Installer

i.’u\!l YMware vSphere Update Manager
Destination Folder

Click Mext tainstall to this folder, or click Change to install ko a different Folder.

Install ¥Mware wSphere Update Manager to:

———

|.'_..- ¥Mware ySphere Update Manager

Free space on the selected drive is less than 120GE, Use the
WiMware wSphere Update Manager Sizing Estimatar ko ensure that
you have free space that is sufficient For your deplaymeant

syskem. You can find the sizing estimator for each major release 4
at httpe ffansa  vinware  comy support) pubsvum_pubs, btml, /

LitiTity

RS (st

Explore Media Exit

If not enough space has been allocated you will be shown this warning. Please take note of this for
future reference. Also ensure you monitor the space so that you do not run out of available disk
space on the volume designated.
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¥Mware ¥Center Installer

i YMware ySphere Update Manager
Ready to Install the Program - r—'
The wizard is ready to begin installation, :

Click Install to beqgin the installation.

If wou wank ko review or change any of your installation settings, click Back. Click Cancel ko
exit the wizard,

InstallShield

< Back. I Install I Cancel

Explore Media Exit

¥Mware vCenter Installer

¥Mware ¥Sphere Update Manager
Installing ¥Mware vSphere Update Manager

The program features vou selected are being installed,

Plzase wait whilz the InstallShield Wizard installs YMware wSphere Update
Manager. This may take several minukes,

Status:

Copying new Files

I

Installshield

| Cancel I

Explore Media Exit
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1% YMware vCenter Installer

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed YiMware

v3phere Update Manager. Click Finish to exit the wizard.

VMware vSphere”
Update Manager

= Bath

I Firishy I

Cance]

Note that this is the installation of vCenter Update manager only. There is still some configuration to

do within vCenter Server and the VUM Plugin. We shall continue with the installation of the vCenter

Update Manager Plug-in for vCenter Server.

File Edit View Inventory Administration Plug-ins Help

| o
—
* Home /
E & .
Inventory
a ¥ 3 3 e
= ®
Search Hosts and Clusters YMs and Datastores and Networking
Templates  Datastore Clusters
Administration
-] - “ 2 & i\ <
Roles Sescions Licensing Systemlogs  vCenterServer  vCenter Solutons Storage Providers vCenter Servica  Network Syslog
Settings Manager Status Collector
Management
v & I 2 %o '
B @ = L B &
Scheduled Tasks Events Maps Host Profiles M Storage Customization
Profies Specifications
Manager
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BE §-

Inventory

S |

Roles. Sessions

Scheduled Tasks Events

Search Hosts and Clusters. VMs and
Templates
Administration
- = &)
L &

Datastores and Networking
Datastore Clusters

2

wCenter Server
Settings

System Logs

& @& ¥

vCenter Solutions ~ Storage Providers  vCenter Service
Manager Status

%

a4
Host Profiles VM Storage Customization
Profiles Spedifications

Manager

<

Metwork Syslog
Collector

Plug-in Name
Installed Plug-ins
& siteSurvey Plugin
& VMwarevCenterStorage Mon...
& vCenter Hardware Status
& vCenter ServiceStatus
& VMware Syslog Collector Corf..

Available Plug-ins
& VMware vSphereUpdate Ma..,

Help

| Vendor | Wersion | Status | Description | Progress | Errors

VMware, Inc. 25.1 Enabled Evaluate VC for FT compatibility

VMware Inc. 5.0 Enabled Storage Monitoring and
Reporting

VMware, Inc. 5.0 Enabled Displays the hardware status of
hosts (CIM monitoring)

VMware, Inc. 5.0 Enabled Displays the health status of
vCenter servicss

VMware, Inc. 1.0.0 Enabled Describes the configuration of
the remote syslog callecor
servie

VMwiare, Inc. 5.0.0u Downloadand L. VMwarevSphere Update

Manager extension

Close I

© e —————— 55

Plug-in Name

& ‘ VMware vSphereUpdate Ma...

| Vendor

Installed Plug-ins
& sitesurvey Plugin VMware,
& VMware vCenterStorage Mon... VMware|
& vCenter Hardware Status VMware;
& vCenter Service Status VMware]
& VMware Syslog Collector Corf.. VMware,

Available Plug-ins
VMware|

Help

| Version | Status | Description | Progress | Errors
Open File - Security Warning |7§§, I
Do you want to run this file?
@ Name: ..ith\AppData‘\local\Temp\Whware-UMClient.exe
Publisher: VMware, Inc.

Type: Application
From: C:\Users\Morne Smith\AppDatg#localiTempVM...

| While files from the Intemet can be useful, this file type can
@ potertially ham your computer. Only run software from publishers
you trust, What's the risk?

Author: Morne Smith
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Plug-in Name I
Installed Plug-ins
& SiteSurvey Plugin
& VMware vCenterStorage Mon...
% vCenter Hardware Statis

% vCenterServiceStatus

& VMviare Syslog Collector Corf..

Available Plug-ins

Vendar | Version | Status | Description | Progress

VMware, Inc. 251 Enabled Evaluate VC for FT compatibility

VMware Inc. 5.0 Enabled Storage Monitoring and
Reporting

VMware, I 2 Sokz ot =

VMware vSphere Update Manager Client 50 Update 1-Inst..| % |

VMware, I
Select the language for the installation from the choices below.

VMware, 1f /

[English [Urited States) 4 %

& ‘ VMware vSphereUpdate Ma...

VMware,

| Errors

Plug-in Name
Installed Plug-ins
& SteSurvey Flugin
& VMware vCenter Storage Mon...,
& vCenterHardware Status

& vCenterServiceStatus

& WMware Syslog Collector Corf..

Available Plug-ins

& [ VMware vSphereUpdate Ma...

Help

Welcome to the InstaliShield Wizard for

pl Update ger Client 5.0
Update 1
The InstallShield(R) Wizard will install VMware vSphere Update

Manager Client 5.0 Update 1 on your computer, To continue,
dlick Mext.

WARNING: This program is protected by copyright law and
international treaties.

VMware vS5phere”

Update Manager '

Client

e

Close

@& vCenterServiceStatus

& VMuare Syslog Collector Corf..|

Available Plug-ins

& [ WMware vsphere Update Ma...

Help

Plug-in Name ﬁ VMware vSphere Update Manager Client 5.0 Update 1 £ ‘
Installed Plug-ins License Agreement -
g \S{‘::S“”E‘;P'“tg'"st i Please read the following license agreement carefully.
ware vCenterStorage Mon...
& vCenter Hardware Status -
VMWARE END USER LICENSE AGREEMENT @

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

AL LM/ "D 1IQIMR TUS SACTWWADE VOl | TUS IMDIB AR AT

II\%TANT-READ CAREFULLY: BY DOWNLOADING,
(@ I accept the terms in the license agreement
) 1.do not accept the terms in the license agreement

Instalshickd ¥
<Back | [ text> ][ concel |

| Errors.

Author: Morne Smith
Doc Version: 1.0

11



Plug-in Manag

L L2
R 18 VMware vSphere Update Manager Client 5.0 Update 1 - [ Errors |
Installed Plug-ins Ready to Install the Program ﬂ
& Stesurvey Fugh The wizard is readly to begin installation.

& VMware vCenterStorage Mon...|

& vCenter Hardware Status
Setup has detected that VMware vSphere Client is installed under C:'Program Files
(x86) \vMware\Infrastructure\Virtual Infrastructure Client\, directory. YMware vSphere
Update Manager Client 5.0 Update 1 wil be installed under C:\Program Files.

{x88) \WMware\InfrastructureVirtual Infrastructure Client\Plugins\Update Manager 5.0
& VMware Syslog Collector Corf. Update 1\ location,

Click Install to begin the installation or Cancel to exit the wizard.

& vCenterServiceStatus

Available Plug-ins

& VMware vSphereUpdate Ma... lf
Instalshicld l/

[
<Back | [ mstal || cancel

Help Close

d R
ﬁl VMware vSphere Update Manager Client 5.0 Update 1 | R _|
Installshield Wizard Completed
The InstallShield Wizard has successfully inztalled YMware
vSphere Update Manager Client 5.0 Update 1. Click Finish to
exit the wizard.
VMware vSphere”
Update Manager
Client
b A

-

Security Warning

—Certificate Warnings

An untrusted 551 certificate is installed on "192. 168, 254, 30" and secure communication cannot be
guaranteed. Depending on your security policy, this issue might not represent a security concern.
You may need to install a trusted S5L certificate on your server to prevent this warning from

appearing.

The certificate received from "192, 168, 254, 30" was issued for "VMware default certificate”™
Secure communication with "192, 168, 254, 30" cannot be guaranteed. Ensure that the
fully-gualified domain name on the certificate matches the address of the server you are trying to

connect to. /

r'd

Ignore | Cancel

[¥ Install this certificate and do not display any security warnings for "192.168.254.30".

Author: Morne Smith
Doc Version: 1.0
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(&) Plug-in Manager

Plug-in Name | Vendor | Version | Status | Description | Progress Erors i
Installed Plug-ins
&  SiteSurvey Plugin VMware, Inc. 251 Enabled Evaluate VC for FT compatibiliy
WMuware vCenterStorage Mon... VMware Inc. 5.0 Enabled Storage Moritoring and L
Reparting
& vCenterHardware Stans VMware, Inc. 5.0 Enabled Displays the hardware statis of
hosts (CIM monitoring)
& wCenterServiceStatus VMuiare, Inc. 5.0 Enabled Displays the health status of
vCenter services
& VMware Syslog Collector Carf.. VMware, Inc. 100 Enabled Describes the configuration of
the remote syslog colledor
& vMware vsphereUpdate Ma..  VMware, Inc. 5.0.0.11856 Enabled VMware vSphere Update
Manager extension
\vallable Plug-ins

Help Close:

Once the plug-in is enabled you should note an additional Tab in vCenter management console (via
VI Client)

File Edit View Inventory Administraion Plug-ins Help
G B [@ rome » g mventoy b B Hosts and Csters
¢ - Y

toneVC | W

Virtual Machines | Hosts [ Tasks & Events

| [a]

192.168.254.30 VMware vCenter Server, 5.0, 623373

Alarms | Permissions. | Maps- | Update Manager

Name contains: ~ Clear

Name Hosts|  Virtual Machines | Alarm Actions |

File Edit View Inventory Administrstion Plug-in

[« |5 ‘@ Home b g Tnventory b ) Hosts and Clusters

‘ (& search mentory [a]

3 Tnomevc]

vCenter Server, 5.

Events | Alarms | Permiss

Name contains:

Sean.. Attach.. Hep  AdminVien

HostComplance / [#rioss]

‘Afiached Bas eline Growps

[fachedBaselines e

NoBaselines
Attached

File Edit View Inventory Administration Plug-ins Help

88 ‘9 Home b ) Solutionsand Applications b (& Updat=Manager b (3 homeVC [ wm

|l sewen miernay [a]

Update Manager Ad

istration for homeVC i .

Bassines and Groups. | Configuration | Events | Nofifications: ' Patch Repository | E5% Images: (VAUpgrades

close tab [X] =

©) Remedite tosts
orvils

€9 Downiood Petches and Upgrades () Createlattach Baseines  (§) Scan ivertory (€} Review Caplance

What is VMware vSphere Update Manager? Beseline
VMware vSphere Update Manager enables you to
easily apply patches or upgrades to virtual
machines, virtual appliances, or ESX/ESXI hosts.

A baseline is a set of patches and upgrades against
which the compliance of a host or virtual machine is
assessed. A baseline group consists of a set of
baselines. Baselines and baseline groups are
attached from the Update Manager tab in the
inventory view. Inventory objects with Update
Manager tabs include virtual machines, tempiates,
virtual appliances, hosts, folders, clusters, and
datacenters

In Admin View (this view) you can Basic Tasks

+ downioad patches and upgrades
(Configuration tab)

{ Download patches and upgrades
« create baselines and baseline groups.

+%) Go to Compliance View

The above vCenter Update Manager Admin view is displayed. From here follow the steps as shown

Author: Morne Smith
Doc Version: 1.0
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to do final customization of vCenter Update Manager.

File Edit View Inventory Administration Plugrins Help

B B [0 rome b 53 soutons s amicatons @, Update Mansger b () homelc | [l e mverry [a]

Update Manager Administration for homeVC. &1

Getting Started |CEREIXYEREIEEN Configuration | Events | Notifications | Patch Repository | E5% Images | VAUpgrades

View Basclings for: Fasts Vis/Vas Compiance View
Baselines Create. Edit... Delete Baseline Groups Create. Edit. Delete
Saseine Name [Contert Tye Componet | Lasthioaited Group Name Componert ]

[{ Critical HostPatches (Predefined) 214 Dynamic: Heost Patches  2012/08/21 1.,

‘T Non Crcal st Patches (Predemm.. 162 Dynamic  HostPaiches 201219821 1

-

By default two baselines have been created. You can add additional baselines and remediate against
them. We shall address this in a later document.

File Edit View Inventory Administration Plug-ins Help

[ Home b ) Solutons and Appicatins b ) Update Manager b () home\c| | [ searh vertery [a]

Update Manager Administration for homeVC i am

Getting Started | Baselines and Groups [P Events | Notifications | Patch Repository | £5% Images | VAUpgrades

Settings Network Connectivity Compliance View

+ Network Connectivity
Cient Commurication with the Update Manager Server
Download Settings

Dowrload Schedue 504P parts a8+

Notfication Check Schedule

Vil Machine Setings Update Manager patch store used by the ESK and ESKi hosts:

ESX Host/Custer Settings Server port (range: 80, 8000-5100): 5084

VAP Settings 1P address or host name for the patchstore: | 192.168.254.30 S

d, For dient commurication, the vSphere Client must be able to access the
specified ports on the Update Manager server, For patch ransfers,
5 hosts must be able to access the specified ports on the Update Manager
server, VMware vSphere Update Manager restart s required for these changes to
take effect.

I there are any frewalls, they must be configured to allow traffic through these.
ports.

File Edit View Inventory Administretion Plug-ins Help

[ Home b 53 Soltors and Appications b & Updte Manager b (3] homeVC[s | ] et tventery [a]

Update Manager Administration for homeVC. s /8. &sd

Getting Started | Baselines and Groups [ERTTMEIPR. Events | Notifications | Patch Repository | ESX Images | VAUpgrades

Settings Download Settings: Compliance View

Network Connectivity
Dovrload Sources

» Dowrload Setngs @ Direct coection to Internet - download new patches and VA upgrades either st intervals speciied in Download  Add Danrioad Saurce.

Download Schedule: Schedule or immediately by clicking the Download New button below
Notification Check Schedule

Enavied [UpdateType [Componat Descrpion ConnectitySutis |
Virtual Machine Settings ¥ ware Esx Connected |
o Host Custer Seings AT ——— Sepate.. Valasing

¥ cusom Es Connected
vAPp Settings 2 VMware VAs http: mware. com/vai-catal. applia. Gonnected
" Use a shared repository. What's this?

Download Now Appl

Note: you eanako Import Patches manually from alocal .zip fle

Praxy Setings

™ Use proxy T™ Proxy requires authentication
| — | /

e |

Here you can select which updates to download. Only select the updates applicable to your
environment, IE: If you do not have ESX 3.x servers in your environment there is no need to
download the patches for it.

You can add additional Download Sources or upload patches form a .zip file.

Test the connection to ensure vCenter Update Manger can connect to the servers from where it
downloads the patches.

14
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A Failure here might indicate a Firewall issue or Proxy settings that are wrong or in need of updating.

i N
@ Internet Connection Test &
Imtemet connection is working property. All tested URLs have been access
successfully.
i
- Details <= Close |
The following URLs have been successfully accessed: -
] hittp: A wmware .com L
hitp ./ www microsoft .com
¥ 3
L ~
B B [& rome b sosonsand spplcations b &, Update Manzoer b (71 homeic| | g seareh wertery [a]

Update Manager Administrat

Getting Started | Baselines and Groups [EEIEREER. Events | Notifications | Patch Repository | ES% Images | VAUpgrades

Settings Downioad Schedule Compliance View

Metwork Connectivity
Edt Download Schede.
Dowrload Settings

Name VMiware vSphere Update Manager Update Dowrload
»  Download Schedule
Description A predefined scheduled task to download software updates.
Motification Check Schedule
Frequency Day
Virtual Maching Setings Lastrun 2012/08/20 10:36:00 P
E5X Host/Cluster Settings Nextrun 2012/08/21 10:36:00PM
vapp Settings Emcis

Enable scheduled download [

To ensure the downloads of patches happen outside of business hours, or have the least impact on
your environment you can customize this schedule to fit your policies.

File Edit View Inventory Administration Plug-ins Help
‘@ Home b 43 Solutions and Appications b @ Update Manager b ) home'c] H@v‘sea\(hln ventary [a]

Update Manager Administration for homeVC s

Getting Started | Baselines and Groups [EERTPIETRRN Events | Notifications | Patch Repository | ESX Images | VA Upgrades

‘Settings Notification Check Schedule Complance View

Network Connectivity
Et Notfications.
Download Settings

Name. VMware vsphere Update Manager Chedk Netification
Download Schedule
Description task
» Notification Check Schedule
Frequency Hourly
Virtual Machine Settings Lastrun 2012/08/21 11:55:00 AM
ESX Host/Cluster Settings HNextrun 2012/08/21 12:55:00 PM
vAPp Settings Emails

Enable scheduled dowrload [

You can also configure the notification schedule...IE: when VUM must check for update notifications
from VMware?

Author: Morne Smith 1 5
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File Edit View Inventory Administration Plug-ins Help

K B [@ rome > g soons and tppicatons b @, Updte Manager b (31 hamevc R TE 1] | gl searen mverrary [a]

Update Manager Administration for home

Getting Started | Baselines and Groups Events | Notifications | Potch Repository | ESX Images | VAUpgrades
Settings. Virtual Machine Settings Complance View
Network Comectivity
Dowrload Settings Speafy the remediation rolback aptons. If enabled, rolback wil take a
snapshot of the virual machine before remediation
Dowrload schechle
of the to enable
Notification Check Schedule W falback
> Virtual Machine Settngs
< C keepfor [15 =] hours

ESK HostCluster Settings
@ Donot delete snapshots
vhpp Settings

P’y the performance of the virtual machine. Delete the
snapshots as soon as the remediation is valdated.

Since vSphere 5, vCenter Update Manager only updates the VMTools within VM’s. This option gives
you the ability to revert to a state before the patching/updates happened.

File Edit View Inventory Administration Plug-ins Help

B [ o + 8 scmorsora spkatons b G Uptseriaraos b @@ b . | B e [a]

ations | Patch Repository | ESXi Images | VA Upgrades

Network Connectivity
Dowrioad Settings Maintenance Mode Settings.

ESKE: to enter hut down or migrated, To
e host remediation downtime, you can select to shut down or suspend the virtual machines and appiances before remediation from the drop-down

Do Not Change Vi Pomer State v

, [¥ Retry entering maintenance mode in case of falure
vApp Settings Retry delay: 5 = [minutes -
Number of retres:  [3 =]

I~ Temporarly disable any removable media devices that might prevent a host from entering maintenance mode.

Notifc

Cluster Settings
Certain features might need to be temporariy disabled for cluster Updates to succeed, These features wil be automatically re-enabled when remediation s
complete.

Update Manager hosts on which the

Temporariy geable:
¥ Dig#uted Power Management (DPM)

I righ Avaiabilty Admission Control

I Fault Tolerance (FT)

@ 7o epode that FT can be re-enabled, you should remediate il hosts in  duster with the same updates at the same time, See the documentaton for
detos

I Enable parallel remediation for hosts n cluster

I~ Migrate powered off and suspended virtusl machines to other hosts in the duster, f  host must enter maintenance mode

PXE Booted ESX Host Settings.
I Alow installation of acditional sof

are on PYE booted ES¥ 5.x hosts

;
Additional ESXi Hosts and Cluster settings can be chosen here, for example:

HA admission control might interfere with the patching process as ESX servers are put into
maintenance mode and thereby removing resource form the cluster. You can temporarily disable HA
admission control to enable the patching to continue even thou HA policies are breached.

You can also enable parallel patching, which enables you to patch more than one ESXi hosts at a
time.
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File Edit View Inventory Administration Plug-ins Help

[ Home > g3 Solutions and Appications b G, Updote Manager b () homeVc| | [ seoren tventory [a]

Update Manager Ads

Settings vApp Settings Campliance Vien

Network Connectivity

Download Settings [ Enable smart reboot after remediation.

reboots in the vApp to
maintain startup dependendies, and possbly reboots the appiances that are

Notification Check Schedule rotremediated.

Virtual Machine Settings

ESX Host/Cluster Settings Disabiing smartreboot only reboots virtual appliances that are remediated and
might not maintzin startup dependencies.

VApp Settings

A

File Edit View Inventory Administration Plug-ins Help

EJ [@ Home b 53 Sohtons and toplcations b G Update Manager b () homelC[ e | | g sesvch oventory []

Update Manager Administration for hom eVC, st

Patch Repository

Patch Name, Product, Release Date, Type, Severity, Category, Impact, Vendor or Patch ID contains: Advanced... Clear  Import Patches  Complance View

Patch Name. [Reiease Date Type [Severity Category Impact [Vengor [Patch i [Baselines -
Updates VX Patch Critial Qther Maintenance Mode, Ho.. VMware, Inc. ESXA00-20090640L,_Add tobaselinen |
Updates ESX Saripts Patch Criticol Other HostdRestart Vhuiare, Inc. ESXA00-200906402-.. Add to baselne.
Updates VMware Tools 2008/07/09 10:00:00AM Patch Moderate Qther HostdRestart Viwiare, Inc. ESX400-200906403- Add to baselinen
Updates CIM 2009/07/09 Pateh criticsl Other HostdRestart VMuiare, Inc ES400-200906404-.. Add to baseline..
Updates krbS and pam_krbs 2008/0709 Patch critical Security Reboot, Maintenance .. VMware, Inc. ESX400-200906405-..  Add ta baseline..
Udatessudo 2009/07/09 10:00:00 AM Patch crical Security VMuiare, Inc. ES400-200906406-.. Add tobaseline...
Updates curl Patch critical Security Vhuiare, Inc. ESX400-200906407-., Add to baseline...
Updates SCSI Driver for QLogicFC Patch crical Other Reboot, Maintenance ... VMuare, Inc ES400-200506406~., Add to baseline.
Undates LSt storelibLibrary esxann Patch critical Other HostdRestart Vitviare, Inc. ES00-200906409-.. Add to baseline...

Patches are shown that are available for download. From here you can view more detail around a
patch, is severity level and impact. You can also assign it to a different baseline if you so wish.

File Edit View Inventory Administration Plug-ins Help

[ Home b 3 Soitonsand Applcatons b @, Lpdte Manager b (5] homeVClmes = | [ seorh trventory ]

Update Manager Administration for homeVC .

Getting Started | Baselines and Groups | Configuration | Events | Notifications | Patch Repository [EEremm

Imported ESX Images Import ESXiImage... _ Delet= _ Compiianca View

Name TProauct Tersion Venaor BT comptance Level Crestion Oaie [oweine

You can use this section to update your hosts with a Manufacturers custom ESXi CD-Rom image (ISO
file), or you can import your latest downloaded ISO. This section enables performing version
upgrades IE: ESXi 4 to ESXi 5.

File Edit View Inventory Administration Plug-ins Help

[« 5] ‘@ Home b 5 Solutions and Applications b @, Update Manager b [ homeVC.{FEn Ty | ‘@j- Search Inventory [a]

Update Manager Administration for homeVC.

Getting Started | Baselines and Groups | Configuration | Events | Notifications | Patch Repository | ESKi Images

Name, Vendor, Product, Version or Release Date contains: Clear  Compiance View

ame [iendor Frodut Version Reease Date I 1
UpgradeioversionZ 002E. Whware e VWware Data Director W 2002477 Buld Te04#2 20120623 064504 Al EULA Mot Accepied 1
Upsradetoversion 1,011, Vivare Inc Viare Data Directr- . 10.1.1145801d 532311 2011/11/10 122313 Al EULA - Nt Accepted

Upsradetoversion2.0.024. iwarenc \Miware Data Director DB 2002477 Buld T80442 20120623 062625 Al EULA - Mot Accepied

Upgradetoversion 1,011, ivare Inc Viuare Data Director - 05 . 10111458010 532311 2011/11/10 125337 Al EULA - Not Accepted

Center Infasiructure Navig. Viware Inc. VCenterInfrastucture Navig. 1.1.1.138 Buld 736040 2012008002 05:26:49 AM

sl Relesse \ware nc VCO Appliance 42.10Build 612881 20120007 012020 P

Upgradetoversion5002  Mwareinc. VSphere Management Assis. 50,02 Buid 72458 2012108122 08.47:30 A

Upgradstoversion5001  iwareInc. VSphers Management Assis..5.0.0.1 Build 543553 20120306 04:12:00 P

Sphere Replication Server . Viware Inc \Sphere Replication Sens 10.1.1767 84l 633120 2012002725 055449 Al

sprere Replication Vanag..Viware Inc. VSphereRepiication Manag. 10.1.0 Build 633113 20120225 084427 A

Virtual Appliance patches will be shown here.
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As previously noted we shall address the remediation process and procedures in another document.
To follow:

¢ Installing the vCenter Syslog Server
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