Step by Step: vCenter Syslog Collector installation

| have put together these screenshots detailing the step by step installation of vCenter Syslog
Collector for VMware vSphere 5.x. | am assuming the following:

* You have already installed a SQL Server on Windows 2008 Server VM (Refer to my VM build
document)

*  You have already prepared the databases for vCenter and for vCenter Update Manager
(Refer to my SQL Database installation document)

* You have already installed a vCenter Server VM to connect to(Refer to my vCenter
Installation document)

e lam also assuming you have installed the above VM’s on an ESXi 5.x Server you have already
setup with shared storage (or local storage)(Refer to my ESXi 5.x Installation Document)

e |lam also assuming you have met the pre-requisites for the installation such as .NET
Framework etc.

We are going to use the vSphere Installation DVD to install vCenter Syslog Collector

[ ¥Mware vCenter Installer

vmware

VYiMware® Syslog Collector

uthentication Prosy

gent Pre-Upgrade Checker

Install

Explore Media
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vmware

¥Mware vCenter Installer

VMware vSphere® 5.0

VYMware® Syslog Collector

Choose Setup Language

Select the language for thiz installation from the choices below.

| English [Urited Statey =l

ok |

Install

Explore Media

Exit

f:_iri Y™Muware yvCenter Installer

Welcome to the Installation Wizard for
vSphere Syslog Collector

The Installshield{R.) Wizard will install wSphere Syslog
Collector on your computer. To conkinue, click Mext,

S h WARMNING: This program is protected by copyright law and
"-" p e re international treaties.

Syslog Collector

Mext = I Cancel

Explore Media
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1% ¥Mware vCenter Installer

i'._g- v¥Sphere Syslog Collector Ed

End-User Patent Agreement

Read the following patent agreement carefully.

Copyright @ 1993-2012 Vihtware, Inc. Al tights resered. Yhiware software products 2
are protected by one ar maore LS. Patent Mumbers DE17,808, DE17,809,
DE17,810, D617,811, 6,075,938, 6,397,242, 6,496,847, 6,704,825, 6,711,672,
6,725,289, 6,735,601, 6,785,586, 6,799,196, 6,795,966, 6,880,022, 6,283,085,
5,940,980, 6,944 699, 6,961,806, 6,961,941, 6,970,562, 7,017,041, 7,055,032,
7065642, 7,069,413, 7,068,435 7,082 598, 7,089,377, 7,111,086, 7,111,145,
717,481, 7,149,310, 7,148,843, 7,155,558, 7,222,221, 7,260,815, 7,260,820,
7,269,683, 7,275,136, 7,277,998, 7,277,999, 7,275,030, 7,281,102, 7,290,253,
7,343,599, 7,356,679, 7,386,720, 7, 409,487, 7 412,492, 7 412,702, 7,424 710,
7,428,636, 7,433,951, 7,434,002, 7,447 854, 7 447,903, 7 467,067, 7,475,002,
TATBATI 7478180, 7 478,218, 7,478,388, 7 454,208, 7 4587 313, 7,457,814,

-
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i InistallShisld

< Back I Mext = I Cancel

Explore Media

Exit

E’H ¥Mware vCenter Installer

i vSphere Syslog Collector
End-User License Agreement

Please read the following license agreement carefully,

YMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPZRTANT-READ CAREFULLY: BY DOWNLOADING,
IMgTALLING, OR USING THE SOFTWARE, YOU (THE INDIVIDUAL x|

% 1 accept the terms in the License Agreement

" Ido niob accept the terms in the License fgreement

[l Inistallstield

% Back | Mext = I Cancel

Ezplore Media

Exit
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[ ¥Mware vCenter Installer

i'-§' ¥Sphere Syslog Collector

Destination Folder

Click Mext to install to this Folder, or click Change toinstall to a
different folder,

G Inskall vwSphere Syslog Colleckor to:

;\Program Files (x36)\YMwarelYMware Syslog Collector!, change... |

|- +Sphere Syslog Callectar Canfiguration

Repositary direckary:

C!\ProgramDatalvMwarel yMware Syslog CollectoriDatal Change... |

Size of log file before ratation: |2 I¥IE
Log rotations to keep: IB

ITEEIEER

< Back. l Mext = I Cancel

Explore Media Exit

Here you need to make the decision on how you want your logs to be created. The more important
option here is the number of Log Rotations to keep. Depending on your environment you may need
to increase this number to ensure you have enough log data to reference back if you ever need to.

1% ¥Mware vCenter Installer

|§- vSphere Syslog Collector
Setup Type

Choose the setup tyvpe that best suits your needs,

¢ standalone installation

Install wSphere Syslog Collector on this machine,

% ¥Mware vCenter Server installation
@ Inkegrated YMware vCenter Server installation.

I Iniscallshield

< Back I Mext > I Cancel

Explore Media E=xit

Selecting which setup you want to do is based on the size of the environment and the load on the
vCenter server.

If you expect the vCenter server to carry a significant load in administration and management it
might be a better option to have a separate Syslog server, thus option one for a Standalone
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installation.

If however the environment is not that big...or the administration load on the vCenter server is not
expected to be significant, you can do option two the vCenter Server installation.

NOTE: Please note that | am not taking your company policies into account with regard to Security
requirements, Management requirements etc. These policies may dictate that you have separate

systems for the above services; to ensure you can obtain the log files even if the vCenter Server is
offline due to an outage.

[# ¥Mware vCenter Installer

i'-.%‘ vSphere Syslog Collector

¥Mware vCenter Server Information

Enter vCenter Server address and credentials,

Pravide the necessary information abouk vCenter Server below. wSphere Syslag Collackar will
nieed this information to connect to the wCenter Server,

~ WMware vCenter Server Information

IP Address [ Mame: HTTF Port:

J1s2]im = Jeo

User name: Password:

N EE N N EEmE NN I........

l Installshisld

Explore Media Exit

Complete the IP address of the vCenter server and user credentials that will have access to the
vCenter server. The user is usually a common VMware account with administrator rights to the
vCenter server.
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1% ¥Mware vCenter Installer

i'._% wSphere Syslog Collector

vSphere Syslog Collector Port Settings

Specify the wSphere Syslog Collector Server Port. /

vw3phere Syslog Collector Server Park:

V' TCP protocal

IV UDP protocal /

w3phere Syslog Collector Server S5L Pork: |1514

¥ Secure connection (550

W [rstalishicld /

< Back I Mext = I Cancel

Explore Media Exit

Take note of the port specified here as you will need these either to open firewall ports or to
configure your ESXi servers to point to the Syslog server.

You may also deselect the protocols you do not want to enable for better security.
If you decide to change these ports please ensure you document all changes for future reference.

[%) ¥Mware vCenter Installer

i'-.%‘ ySphere Syslog Collector

wSphere Syslog Collector Identification

Select wSphere Syslog Collector identification name.

Specify how vSphere Syelog Collector should be identified on the
nietwork,

19z /00 =

I Installshisld

I Mext = I Cancel

Explore Media  Exit
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7 ¥Mware vCenter Installer

i'._% ¥Sphere Syslog Collector

Ready to Install

The wizard is ready to begin installation.

Click Install to begin the installation.

IF wou want ko review or change any of vour installation settings, dlick Back.
Click Cancel to exit the wizard,

B InstallShield

< Back I Inskall I Cancel

Explore Media Exit

¥Mware vCenter Installer

wSphere Syslog Collector

Installing vSphere Syslog Collector

The program Features you selected are being installed.

Please wait whils the InstallShisld Wizard installs wSphere Syslog Callectar.
This may take several minukes,

Skatus:

Copying new files

]

N Inistallshield

Iext = I Caricel I

Explore Media Exit
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(%) ¥Mware yCenter Installer

Installation Completed

w3phere Syslog Collectar has been installed on this machine,

vSphere
Syslog Collector

pa

< Hack I Finish I zancel

To complete the Sys Log collector setup we shall need to logon to our vCenter server management
console (via VI Client) and continue the configuration.

File Edit View Inventory Administration Plug-ins Help

"] Lm.
He -
G B o i)
Inventory
QA ¥ @& 8 e
b 4
Search Hosts and Clusters VMs and Datastores and Networking

Templates Datastore Clusters

® 8 ¢ i s W 9

Roles Sessions Licensing System Logs wCenter Server  vCenter Solutions ~ Storage Providers  vCenter Service  Network Sysiog
Settings Manager Status Callector

) w B & 3

Scheduled Tasks Events Maps Host Profiles WM Storage Customization
Profiles Specifications
Manager

Solutions and Applications

Update Manager
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File Edit View Inventory Administration Plug-ins Help

|Q Home b G, Administration | [J5] Metwork Syslog Collector b (5] homevC[Fees = =]

VMware Syslog Collector Overview

Configuration

m Listening on host 191|E|

= Listening on:
= Port 514, UDP
= Fort 514, TCP
= Port 1514, S5L
m logs stored at C:\ProgramData\VMware\VMware Syslog Collector\Data',
= Rotate log files at 2 MiB
m Keep 16 rotations

Host | Loaging to | size

File Edit View Inventory Administration Plug-ins Help

E |@ Home | (?& Administration :N@ Metwork Syslog Collector B @ homeVC [mmm—"w =]

VMware Syslog Collector Overview

Configuration

= Listening on host 192 [ = |

= Listening on:
= Fort 514, UDP
= Port 514, TCP
= Fort 1514, 551
m |Logs stored at G:\ProgramData \VMware\VMware Syslog Collector\Data\,
= Rotatelog files at 2 MiB
= Keep 16 rotations

Host | Logging to | Size |

Note that no hosts are showing. We need to point each hosts to the SysLog server.

File Edit View Inventory Administration Plug-ins Help

B B [& rome b g8 mventory > Fl Hosts and Custers |W:’-Ear(h}m'zn
g e ® 8N

B 5 homeVC [ iy

iy 192 [ A58 VMware ESXi, 5.0.0, 623860
= [l Home DataCenter = = = - - —
& [ Home_vCLoud_Intel Getting Started | Summary | Virtual Machines | Performance [T L 0k, Tosks & Events | Alarms | Permissions | Maps | SiteSurvey | Storage Views
Hardware Processors
» Processors General
Memory Mods! Intel(R) Core(TM)2 Duo CPU. E7500 € 2.83GHz
Shorage: Processor speed 29GH
Networking Processor Sockets 1
Storage Adapters Processor Cores per Socket 2
Netrork Adapters bagitalFrocessor z
i s Hyperthreading NiA

Fower Management

Software
System
Licensed Features R s
Time Configuration Mode! Proliant ML110 G5
DNS and Routing 8105 Version
Authentication Services Release Date 2009/10/09 12:00:00 AM
Power Management Asaction No Asset Tag

Service Tag CZ195000LP
virtual Machine Startup/ailitdown
Virtual Machine S fﬂgn(mnun
Sequrity Profile
Host Cache Configuration

System Resource Allocation
Agent VM Settings.

Advanced Settings
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File Edit View Inventory Administration Plug-ins Help
G B [& rome b 5§ mventory b [l Hosts and Custers
i e @ BN G

II a ‘homeV/C|
[ Home_Datacenta

1 fg Home_vCloud_Intel ar Tasks & Events Alarms. " Permissions, " Maps. " SiteSurvey. | Starage Views: Hardvare Status . Update Manager
5. I Hardware ‘Security Profile =
— Services Refresh Propertes.
iy Y0 Redirectar (Active Directory Service)
Network Login Server (Active Directary Service)
Storage btd
Nebworking vSphere High Availability Agent
Storage Adapters Ve
MNetwork Adapters ES Shell
Ak o Local Security Authentication Server (Active Directory Service)
NTP Dacmon
Poyer Mznagement o
b M server 3
Licensed Features Firewall Refresh Properties I
Time Configuration Incoming Connections
S g am server 5088 (1CP) Al
o :
Fower Menegenent DHCP Client 68 (UDP) All
Virtual Machine Startup/Shutdonn vsphere Client 002,443 (TCP) al
Vrtual Machine Swapfle Location VSphere Web Access 80 (7er) Al
» Securty Profle ssH Server 2(1cR) Al
Host Cache Configuration SR 427 (UDRTCR) Al
NFC o2 (7cp) Al 4
System Resource Allacation NP Server 151 (UDR) Al
Agent VM Settings DNS Client: 53 (UDF) Al
Advanced Settgs Qutgoing Connections
Software ISCS1 Client 3260 (TCP) Al
\Motion 8000 (T¢P) Al
woL 5 (uop) Al
syslog 5131514 (UDPTCP) Al
DHCP Clent 68 (UDP) Al
31031,44046 (TCP) Al
Viare vCenter Agent 502 (UDP) Al
netbump 6500 (UDP) Al
. HPPraider S000-5300s (1C2) Al el

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are preventad from
accessing services on remote hosts,

Select a check box to provide access to a service or dient, Daemons will start automatically when their ports are
opened and stop when all of their ports are dosed, or as configured.

| Label | Incoming Parts | Outgoing Ports | Protocols | Daemon  «
D vSphere High Availability Agent 8182 2182 TCPR,UDF  Running
HER 31031,44046 TCP N/A
' D g EIVeEr 1000-9999,50000-5... TCP WTES
D ult Tolerance 8100,8200 80,8100,8200 TCPRUDP  N/A
syslog 514,1514 UDR,TCP  N/A
WMware vCenterAgent 502 upDp Running
| 1O meo 500 500 UDP NfA 3
D WM serial portconnected over net...  23,1024-65535 0-65535 TCP N/A
[0 hitpclient 80,443 TCP NfA
i DNS Client 53 53 UDPTCE  Nfa -
| <] | »

—Service Properties

General

Service: syslog
Package Information:

Firewall Settings

Allowed IP Addresses: Al

S — -

Ensure to check that syslog traffic is allowed on each hosts firewall. If you want to be specific in the
traffic that you allow to servers you can click on the Firewall button and add the specific IP addresses
or network ranges.

Author: Morne Smith 1 O
Doc Version: 1.0



@ Firewall Sethings | SS_

— Allowed IP Addreszes [
" Allow connections fropany [P address i

' Only allow co ons from the following networks:

Separate each network with a comma.
Example:
192,163.0.0/24, 192.168.1.2, 2001::1/64, fd3e:29

1083 1:e478:: /64

0K I Cancel Help

Remote Access
By default, remote dlients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.
j| Selectacheckbox to provide access to a service or dient. Daemons will start automatically when their ports are
I opened and stop when all of their ports are dosed, or as configured.
| Label | Incoming Ports. | Dutgoing Ports | Protocols | Daemon -
D vSphere High Availability Agent 8182 8182 TCP,UDP  Stopped
HBR 31031,44046 TCP NjA
O odbsenver 1000-9989,50000-5... TCP Nf&
[0 FaultTolergpfe 8100,8200 80,8100,8200 TCRUDP  NJ/A
syslog 514,1514 UDRTCP NjA
D VMware vCenterAgent 902 upp Running
O wmep 500 500 upp NfA 3
f D VM serial portconnected overnet..  23,1024-65535 0-65535 TCP N/a
O nhitpclient 80,443 TP NfA
DNS Client 53 53 UDPTCP  NfA -
i 1 | ¥
—Service Properties
General
Service: syslog
Package Information:
Firewall Settings
Allowed IP Addresses: 19258 B & |
Firewall... I |
.
Fd
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File Edit View Inventory Administration Plug-ins Help
B [@ rome b af mvenoy b Bl ostsand clsters | e sereh e (@]
I A -
homeVClmw=T ma |
1 [y Home DataCenter
B i Home_vCloud intel
(3, [1o2/ | R . 2
Refresh Ppropertes...
Processors
i 1/O Redirector (Active Directory Service)
% Netwiork Login Server (Active Directory Service)
storage
Networking vSphere High Availability Agent
Storage Adapters
Network Adapters 5 el
et Local Security Authentication Server (Active Directory Service)
NTP Daemon
Power Management )
St M Server 3
Lcensed Featres Firewal Refiesh  propertes... | | ||
Time Configuration Incoming Connections
e nmitog M Server ss88 (1cP) Al
Authentication Services ‘Hotion SH6 (7CF) al
» CIM Seaure server 5989 (1CP) Al
Power Nanagement DHCP Client 68 (UDP) Al
902,443 (TCP) Al
Vietual Machine Swapfil Lacation vSphere Web Access 80 (TcP) Al
» Security Profle SsH Server 22 (1ce) Al
Host Cache Configuraton R 427 (UDRTCE) Al
NFC 902 (1C7) Al i
SfeEmReseleE Migny SNMP Server 161 (UDP) Al
Agent 1 Settings ONS Clent 53 (UDF) Al
Advanced Settings Gutgeing Connections
Software ISCS1 Client 3260 (1cP) Al
wwMotion 8000 (1cP) Al
woL o (uor) Al
syslog 514,514 (UDP,TCF) Al
DHCP Client 8 (UDP) Al
31031,44046 (TCP) Al
Vhiware venter Agent 902 (UDP) Al
netump 6500 (UDP) Al
Hepravidar 300053005 (1C9) all &
@ Advanced Setiings | =
- CBRC - . -
Syslog.global. defaultRotate i)
[+ Config 2
- Vpx — | Default numberof rotated logs to keep. Resetto defaulton zero. 3
- COW =
- Cpu Mn: 0 Max: 100
-- DataMover
Digest Syslog.global.defaultsize 1024
- DirentryCache
Disk Defaultsize of logs beforerotation, in KiB. Reset to default onzero.
- FS§
Min: 0 Max: 10240
0 - FT
HBR
i Syslog.global.logDir
LPage Datastore path of directory to outputlogs to. Resetto default on null. Example: [datastoreName]/logdir
- Mem
- Migrate
- Misc =
- Net Syslog.global.logDirUnique i
NFS
N Place logs ina unique subdirectory of logdir, based on hostname.
- PageRetire
- Power
- RdmFilter _—
Syslog.global.logHost
SeratenCo diobal.logH ssl:jj192]n | = 1514
The remote host to output logs to. Reset to default on null. Multiple hosts are supported and must be separated with comma ..
loggers Syslog.loggers.auth.rotate )
- User | 4
UserViars MNumber of rotated logs to keep forthis logger. Resetto default onzero.
- VMFS3
Min: 0 Max: 100
- VMkernel = =
ok | cwedl | mep |

You can either use the secure SSL option IE: ssl://<ip address>:1514 or use the UDP option IE:
udp://<ip address>:514.
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File Edit View Inventory Administration Plug-ins Help

B B |@ Home > @ Administaton b (5] NetworkSyslog Collector b (3 homeve[m = ]

VMware Syslog Collector Overview

Cconfiguration

= Listening on:
= Port 514, UDP
= Port 514, TCP
= Part 1514, 551

| = Rotate log files at 2 MiB
= Keep 16 rotations

 Lstering on host 192 ]

= Logs stored at C:\ProgramData\VMware\VIMware Syslog Collector\Data\

Host.
esxi5- 04T S|
B esis 03/ |
B ewis o]

Once you have pointed all the hosts, you will see them listed in the SysLog overview.

| Logaing to | Size |
\192, [ ] 345.7 KiB
\to2 [N ) 160.8 K
\192. (B =] 6.4MB
\vioz: | 183.9KB

NOTE: You most likely will have to close VI Client and re-connect to the vCenter Server to see these.

% ProgramData’ ¥Mware' ¥Mware Syslog CollectorData

L€/

°v| . = ProgramData = YMware = YMware Syslog Collector ~ Data ~

= m I Search Data

7l Libraries
3 Dacuments
J Music
=/ Pictures

B videos

18 Computer

Gi Network

Organize * 5 Open  Includeinlibrary v  Sharewith +  New Folder 4= W E;l |@|
I Favorites LD = Crate modified | Type | Sizer | |
Bl Desktop 192, 2012/08/22 09:40 &AM File folder
& Dowrloads 192, 2012/08/22 09:43 &M File Folder
1= Recent Places

C 192, 2012/08/22 09:06 &AM File folder
20 9:44 AM  File Folder

Logon to the vCenter server and browse to the directory chosen during installation for storing the

log files. Here you should see a directory for each ESXi hosts. Within the directory you will find the

syslog files.

ProgramData’ ¥Mware' ¥Mware Syslog Collector'Data’, 192, =1 E3 I

R )v| . v WMware = ¥Mware Syslog Collector = Data = 192[E8 0 = | - \gll Search 192. [0 | =)

Organize jOpan -

10 Favarites
B Deskrop
4 Downloads
=l Recent Places

4 Libraries
3 Documents
rJ‘- Music
=/ Fictures

B videos

1M Computer

Qj Metwork

Print  Mew Fold =« O -@-
Mame “ / | Date modified | Type | Size | |

48 AM  Text Document
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syslog.log - Notepad =
File Edit Format ‘Yiew Help

166>2012-08-22707:40:16.8252 esx]5-0L[8 Hostd: [G1G640BS0 warning © Sys1ogContigerovider  OplD=02CBEG75-000000F5-97] Cona
<166>2012-08-22707:40:16.920z esxi5-01. - - Hostd: [61640880 info 'TaskManager' opID=02C8E675-000000F5-9F] Task completed
<166>2012-08-22T707:40:16. 8322 esxi5-0l. vpxa: [60FAGEB0 verbose 'pefault’ opID=02CBEGTS-000000F5-9F] [vpxaInvtHOsT] In.

<166>2012-08-22707:40:16.9322 esxi5-01
<166>2012-08-22T07:40:16.9322 esxis-01 -
<166>2012-08-22T07:40:16. 3332 esxi5-01.|

vpxa: [60FA6B50 verbose 'Default’ opID=02CBEGTI-000000F5-9F] [vpxaInvtHost] In
vpxa: [60FAGBO0 verbose 'Soapidapter.HTTPService’ opID=02C8E675-000000F5-9F] H
vpxa: [60FAGBG0 verbose 'Default’ opID=02C8E675-000000F5-9F] [wpxavmomi] Setst

<1662>2012-08-22T07:40:16.9332 esxi5-0L.fm = = vpxa: [60FA6E90 info 'Default' opID=02C8EG75-000000F5-9F] [vpxLRO] —— FINISH t
<166>2012-08-22T07:40:16. 9332 esxi5-01, «| vpxa: [60FA6B90 verhbose ‘pefault’] [vpxLRO: C'\ear‘cur‘r‘entMa‘inEI Clearing _curren
<166>2012-08-22T07:40:16. 9422 esxi5-01, = ®| vpxa: [611C3B90 verbose 'soapadapter.HTTPServica'] user agent is 'vMware-clien

<166>2012-08-22707:40:16. 9432 esxis-01, vpxa: [611C3B90 verbose ‘PropertyProvider’ opID=c7044784] Recordop aAssigM: inf
<166>2012-08-22707:40:16, 9432 esxi5-01, wpxa: [611C3B90 verbose 'soapadapter.HTTPService' opID=C7044784] HTTP Response
<166>2012-08-22T07:40:16, 9432 esxif-0lfm = u vpxa: [FFF26780 verbose 'propertyprovider'] Recordop ASSIGN: info.startTime, s
<166>2012-08-22T07:40:16. 0437 esxi5-01 | a| vpxa: [FFFO6780 verbose 'Default’] [vpxiroList::Threadainentry] unlocked _pro

To follow:

e Configuration of vCenter Server
e Configuration of vCenter Update Manager Server
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