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Step by Step: vCenter Syslog Collector installation  

I have put together these screenshots detailing the step by step installation of vCenter Syslog 

Collector for VMware vSphere 5.x. I am assuming the following: 

• You have already installed a SQL Server on Windows 2008 Server VM (Refer to my VM build 

document) 

• You have already prepared the databases for vCenter and for vCenter Update Manager 

(Refer to my SQL Database installation document) 

• You have already installed a vCenter Server VM to connect to(Refer to my vCenter 

Installation document) 

• I am also assuming you have installed the above VM’s on an ESXi 5.x Server you have already 

setup with shared storage (or local storage)(Refer to my ESXi 5.x Installation Document) 

• I am also assuming you have met the pre-requisites for the installation such as .NET 

Framework etc. 

We are going to use the vSphere Installation DVD to install vCenter Syslog Collector 
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Here you need to make the decision on how you want your logs to be created. The more important 

option here is the number of Log Rotations to keep. Depending on your environment you may need 

to increase this number to ensure you have enough log data to reference back if you ever need to. 

 

Selecting which setup you want to do is based on the size of the environment and the load on the 

vCenter server. 

If you expect the vCenter server to carry a significant load in administration and management it 

might be a better option to have a separate Syslog server, thus option one for a Standalone 
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installation. 

If however the environment is not that big…or the administration load on the vCenter server is not 

expected to be significant, you can do option two the vCenter Server installation. 

NOTE: Please note that I am not taking your company policies into account with regard to Security 

requirements, Management requirements etc. These policies may dictate that you have separate 

systems for the above services; to ensure you can obtain the log files even if the vCenter Server is 

offline due to an outage. 

 

Complete the IP address of the vCenter server and user credentials that will have access to the 

vCenter server. The user is usually a common VMware account with administrator rights to the 

vCenter server. 
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Take note of the port specified here as you will need these either to open firewall ports or to 

configure your ESXi servers to point to the Syslog server. 

You may also deselect the protocols you do not want to enable for better security. 

If you decide to change these ports please ensure you document all changes for future reference. 
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To complete the Sys Log collector setup we shall need to logon to our vCenter server management 

console (via VI Client) and continue the configuration. 
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Note that no hosts are showing. We need to point each hosts to the SysLog server. 
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Ensure to check that syslog traffic is allowed on each hosts firewall. If you want to be specific in the 

traffic that you allow to servers you can click on the Firewall button and add the specific IP addresses 

or network ranges. 
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You can either use the secure SSL option IE: ssl://<ip address>:1514 or use the UDP option IE: 

udp://<ip address>:514. 
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Once you have pointed all the hosts, you will see them listed in the SysLog overview. 

NOTE: You most likely will have to close VI Client and re-connect to the vCenter Server to see these. 

 

Logon to the vCenter server and browse to the directory chosen during installation for storing the 

log files. Here you should see a directory for each ESXi hosts. Within the directory you will find the 

syslog files. 
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To follow: 

• Configuration of vCenter Server 

• Configuration of vCenter Update Manager Server 


